11/23/2005 11:18 7709510933 THOMAS, KAYDEN PAGE 05/28 



AMENDMENTS TO THE CLAIMS 
Please amend the claims as indicated hereafter (where underlining "J' denotes additions 
and strikethrough denotes deletions). 
Claims: 

1 . (Currently Amended) A method for blocking an electronic communication, the method 
comprising: 

receiving at least a portion of a first electronic communication, the first electronic 
communication including a first electronic communication source address 
and a first electronic communication recipient address; 

accessing user electronic communication blocking profile data, the user electronic 
communication blocking profi le data including a plurality of user 
electronic communication blocking records, each user electronic 
communication blocking record of at least a subset of the plurality of user 
electronic communication blocking records including a recipient identifier 
field to store a recipient identifier and a sender identifier field to store a 
sender identifier, 

selecting a first user electronic communication blocking record of a plurality of 
blocking records for at least two of a plurality of recipient addresses based 
at least in part on the first electronic communication source address and 
the first electronic communication recipient address; sad 

blocking delivery of the first electronic communication to the first electronic 

communication recipient address based at least in part on the selected first 
user electronic communication blocking record; 

receiving at least a portion of . a_ second electronic comm unication* the second 

electronic comm unication including a second electronic communication 
source address and a_se_cond electronic communication recipient address, 
the second electronic communication recipient address being different 
from the first electronic communication recinicnt address; 
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selecting a second user electronic communication blocking record from at least 
two of a plurality of blocking records based at least in part on the second 
electronic communication source address and the second e lectronic 
communication recipient address: and 

blocking delivery of the second electronic communication to the second electronic 
recipient address based at least in part on the selected second user 
electronic communication blocking record: 

wherein blocking delivery of the first electronic communication includes sending 
a failure message to the source, wherein the failure message is an 
indication that the transmission of the e-mai l message has permanently 
failed: 

wherein each user el ectronic communication blocking record of at least a subset 
of the plurali ty of user electronic communication blocking records further 
includes a m essage field to store a message: 

wherein blocking d elivery of the first electronic communication to the first 

electronic recipient address includes sending an electronic communication 
to the first electronic co mmunicat ion source address, the electronic 
communication to the first electronic communication source address 
including at least in part a message stored in the message field of the 
selected first user electronic communication blocking record; 

wherein each user electronic communication blocking record of at least a subset 
of the plurality of user electroni c communication blocking records farther 
includes an action identifier field to store an action identifier; 

wherein blocking delivery of the first electronic communication to the first 
electronic recipient address includes deleting the first electronic 
communication; and 

wherein blocking delivery of the first electronic communication includes 

indicating that the first electronic communication cannot be accepted . 
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2.-5. (Canceled). 

6. (Original) The method of claim 1, wherein the electronic communication is an electronic 
mail message. 

7. (Original) The method of claim 1, wherein the electronic communication is an instant 
message. 

8. ~ 10. (Canceled). 

1 1 . (Currently Amended) A method for blocking delivery of one or more electronic mail 
("e-mail") messages transmitted under the Simple Mail Transfer Protocol ("SMTP"), the method 
comprising: 

establishing an SMTP transmission channel with a send er SMTP, the SMTP transmission 

channel communicating at least a portion of a first e-mail message; 
receiving the at least a portion of a first e-mail message, the first e-mail message 

including at least a first e-mail sender address and a first e-mail recipient address; 
accessing user e-mail blocking profile data, the user e-mail blocking profile data 

including a plurality of user e-mail blocking records, each user e-mail blocking 

record of at least a subset of the plurality of user e-mail blocking records including 

a recipient identifier field to store a recipient identifier and a sender identifier field 

to store a sender identifier, 
selecting a first user e-mail blocking record of a plurality of blocking records for at least 

two of a plurality of recipient addresses based at least in part on the first e-mail 

sender address and the first e-mail recipient address; and 
blocking delivery of the first e-mai ] message to the first e-mail recipi ent address based at 

least in part on the selected first user e-mail blocking record; 
receiving at least a portion of a second e-mail message, the second e-mail message 

including at least a second e-mail sender address and a second e-mail recipient 
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address, the second e-mail recipient address being different from th e first e -mail 
recipient addtras; 

selecting a second user e-mail blocking record based at least in part on the second e-mail 

sender address and the second e-mail recipient address; and 
blocking delivery of the second e-mail message to the second e-mail recipient address 

based at least in part on the selected sec ond user e-mail blocking record: 
wherein receiving the at least a portion of the first e-mail m essage includes receiving the 

first e-mail sender address as part of an SMTP MAIL command and the first e- 

mail recipient address as part of an SMTP RCFT command; 
wherein blocking delivery of the first e-mail message to the first e-mail recipi en t ad dress 

based at least in part on the selected first user e-mai l blocking record includes 

sending a failure message to die SMTP receiver in response to the SMTP RCPT 

command, wherein the failure message is an indication that the transmission of 

the e-mail message has permanently failed; 
wherein the failure message includes at least in part a message from the selected first user 

e-mail blocking record: 
wherein the failure message indicates that e-mail cannot be delivered to the f irst e-mail 

recipient address; 

wherein receiving at least a portion of a first e-mail message includes receivi ng at least 
the first e-mail message subsequent to receiving an SM TP DATA command; 

wherein blocking delivery of the first e-mail messa ge to the first e-mail recip ient address 
based at least in part on the selected first user e-mail blocking record includes 
sending an e-mail blocked message to the first e-mail sender address; and 

wherein blocking delivery of the first e-mail message to the first e-mail re cipient address 
based at least in part on the selected first user e-mail blocking record includes 
deleting the firs t e-mail message. 

. 12. -20. (Canceled). 
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21 . (Currently Amended) A system for blocking delivery of an electronic communication, 
the system comprising: 
a network port; 

a processor coupled to the network port; and 

a memory coupled to the processor, the memory storing a plurality of instruction s to be 
executed by the processor, the plurality of instructions including instructions to: 
receive at least a portion of the electronic communication, the electronic 
communication including an electronic communication source 
address and an electronic communication recipient address, 
access user electronic communication blocking profile data, the user 
electron) c communication blocking profile data including a 
plurali ty of user electronic communication blocking records of a 
plurality of blocking records for at least two of a plurality of 
recipient addresses, each user electronic communication blocking 
record of at least a sub set of the plurality of user electronic 
communication blocking records including a recipient identifier 
field to store a recipient identifier and a sender identifier field to 
store a sender identifier, 
select a user electronic communication blocking record based at least in 
part on the electronic communication source address and the 
electronic communication recipient address, and 
block delivery of the electronic communication to the electronic 

communication recipient address based at least in part on the 
selected user electronic communication blocking record; 
wherein the electronic commun ication is an electronic mail message; 
wherei n each user electronic communication blocking record of at least a subset of th e 
plurality of user electronic communication blocking records further includes an 
action identifier fiejd to store an action identifier; 
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wherein each user electronic communication blocking record of at least a subset of the 
plurality of user electronic communication block ing records further includes a 
message field to store a message; 

wherein blocking delivery of the electronic communication incl udes sending a failure 
messa ge to the source address, wherein the f ailure message is an indication that 
the transmission of the electronic commun ication has permanently failed; 

where in blocking delivery of the electronic communication to the electronic recip ient 
address includes sending an electronic comm unication to the electronic 
communication source address,, the electron ic communication to the electronic 
communication source address including at least in part a message stored in the 
message field of the selected user electronic communica tion blocking record; and 

wherein each user electronic communication blocking record of at least a subset of the 
plurality of user electronic communication blockin g records further includes an 
action identi fier field to store an action identifier . 

22. - 34. (Canceled). 

35. (Currently Amended) A computer-readable medium storing a plurality of instructions to 
be executed by a processor for blocking delivery of an electronic communication, the plurality of 
instructions comprising instructions to: 

receive at least a portion of the electronic communication, the electronic communication 
including an electronic communication source address and an electronic 
communication recipient address; 
access user electronic communication blocking profile data, the user electronic 

communication blocking profile data including a plurality of user electronic 
communication blocking records, each user electronic communication blocking 
record of at least a subset of the plurality of user electronic communication 
blocking records including a recipient identifier field to store a recipient identifier 
and a sender identifier field to store a sender identifier; 
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select a user electronic communication blocking record based at least jn part on the 
electronic communication source address and the electronic communication 
recipient address; and 

block delivery of the electronic communicati on to the electronic communication recipi ent 
address based at least in part on the selected user electronic communication 
blocking record;, 

wherein each user electronic communication blocking record of at least a subset of the 
plurality of user electronic communication blocking records further includes an 
action identifier field to store an action identifier. 

wherei n each user electronic communication blocking record of at least a subset of the 
plurality of user electronic, communication blocking records further includes a 
message field to store a message, 

wherein the instructions to block delivery of the electronic communication to the 
electronic recipient address include instructions to send an electronic 
communication to the electronic communication source address, the electronic 
communication to the electronic communication source address including at least 
in part a message stored in the message field of the selected user electronic 
communication blocking record. 

wherein each user electronic communication blocking record of at least a subset of the 
plurality of user electronic communication blocking records further includes an 
action identifier field to store an action identifier, 

wherein the electronic communication is an electronic mail message and 

wherein blocking delivery of the electronic communication includes sending a failure 
message to the source address, wherein the failure message is an indication that 
the transmission of the electroni c communication has permanently failed . 

36.-40. (Canceled). 
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41 . (Currently Amended) A system for blocking deli very of an electronic communication, 
the system comprising: 

means for receiving at least a portion of the electronic communication, the electronic 
communication including an electronic communication source address and an 
electronic communication recipient address; 

means for accessing user electronic communication blocking profile data, the user 
electronic communication blocking profile data including a plurality of user 
electronic communication blocking records, each user electronic communication 
blocking record of at least a subset of the plurality of user electronic 
communication blocking records including a recipient identifier field to store a 
recipient identifier and a sender identifier field to store a sender identifier, 

means for selecting a user electroni c communication blocking record of a plurality of 

blocking records for at least two of a plurality of recipient addresses based at least 
in part on the electronic communication source address and the electronic 
communication recipient address \ and 

mean s for blocking delivery of the electronic communication to the electronic 

communication recipient address based at least in part on the selected user 
electronic communication blocking record. 

wherein each user electronic communication blocking record of at least a subset of the 
nluralitv of user electronic communication blocking records further includes a 
message field to store a message; 

wherein the means for blocking delivery of the electronic cotnmunication to the electronic 
recipient address includes means for sending an electronic communication to the 
electronic communication source address, the electronic communication to the 
electronic communication source address including at least in part a message 
stored in the message field of the selected user electronic communication blocking 
record: 

wherein the electronic communication is an electronic mail message; 
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wherein the means for blocking delivery of the electronic communicatio n to the electronic 
recipient address includes means for deleting the electronic communication: and 

wherein means for blocking delivery of the electronic communication in cludes means for 
sending a failure message to the source address, wherein the failure message is an 
indication that the transmission of the electronic communica tion has permanently 
failed . 

4Z- 45. (Canceled). 
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